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a b s t r a c t

The World Health Organization (WHO) has declared the COVID-19 an international health emergency
due to the severity of infection progression, which became more severe due to its continuous spread
globally and the unavailability of appropriate therapy and diagnostics systems. Thus, there is a need for
efficient devices to detect SARS-CoV-2 infection at an early stage. Nowadays, the reverse transcription
polymerase chain reaction (RT-PCR) technique is being applied for detecting this virus around the globe;
however, factors such as stringent expertise, long diagnostic times, invasive and painful screening, and
high costs have restricted the use of RT-PCR methods for rapid diagnostics. Therefore, the development of
cost-effective, portable, sensitive, prompt and selective sensing systems to detect SARS-CoV-2 in bio-
fluids at fM/pM/nM concentrations would be a breakthrough in diagnostics. Immunosensors that show
increased specificity and sensitivity are considerably fast and do not imply costly reagents or in-
struments, reducing the cost for COVID-19 detection. The current developments in immunosensors
perhaps signify the most significant opportunity for a rapid assay to detect COVID-19, without the need
of highly skilled professionals and specialized tools to interpret results. Artificial intelligence (AI) and the
Internet of Medical Things (IoMT) can also be equipped with this immunosensing approach to investigate
useful networking through database management, sharing, and analytics to prevent and manage COVID-
19. Herein, we represent the collective concepts of biomarker-based immunosensors along with AI and
IoMT as smart sensing strategies with bioinformatics approach to monitor non-invasive early stage SARS-
CoV-2 development, with fast point-of-care (POC) diagnostics as the crucial goal. This approach should
be implemented quickly and verified practicality for clinical samples before being set in the present
times for mass-diagnostic research.

© 2021 Elsevier Ltd. All rights reserved.
1. Introduction

The emergency initiated via viral disease denotes a significant
risk to community health globally. Various viral epidemics have
arrived over the past several eras with growing intensity, like H1N1
influenza, SARS-CoV, Ebola virus, and, quite lately, theMERS-CoV as
well [1]. COVID-19 is a current worldwide outbreak that has
developed massive chaos of diverse activities across the globe. The
a@mail.jnu.ac.in (P.R. Solanki).
WHO has announced a communal health calamity in the world on
30th January 2020 [2], because of the emergence of the latest CoV,
known as the 2019 novel coronavirus (2019-nCoV), that arose in the
Wuhan city in China's Hubei province [3,4]. On 11th February 2020,
the WHO legitimately termed the outbreak as CoV 2019 disease
(COVID-19) [5]. The US Center for Disease Control and Prevention
(CDC) and WHO have also verified [6] human-to-human trans-
mission with approval by three separate cases outside of China,
particularly in the United States [7], Vietnam [8], and Germany [9].
COVID-19 is continuously expanding its roots in more than 213
countries [Fig. 1], with 113,472,187 confirmed infection cases and
confirmed the death of 2,520,653 persons on 2nd March 2021 [10].
For controlling the spread of this disease, around 50 million people
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were blocked in China [11]. Italy also adopted the same measures
on 8th March 2020, locking its northern portion, thereby impacting
its 16 million citizens. The reproductive number represented by the
symbol R0 (i.e. the approximate number of secondary complica-
tions produced by a normal infected person) and doubling time is
expected to be 2.68 and 6.4 days, respectively [12].

The struggles of monitoring and controlling COVID-19 infections
worldwide are still unsatisfactory and restricted due to a deficiency
of responsibility, organization, unavailability of diagnostic equip-
ment, vaccines, and drugs to prevent the infection. The
US government has asked the health organizations to spread
awareness, understand and develop approaches to cope with the
SARS-CoV-2 viral infection in the coming times. These health or-
ganizations encourage aiming at the fast-spreading of under-
standing of human-to-human transmission control programs,
diagnostic development, and vaccine research. Many worldwide
reports have suggested that sustained and committed public sup-
port, well-administrated infrastructure, global economic support,
funding, and publiceprivate partnerships are immediately needed
for exploring economic medicines and diagnostic equipment.
Particularly, studying the structure of SARS-CoV-2 has become
crucial for developing specific human and animal models to un-
derstand the pathogenesis and symptoms of the virus, to design
novel drugs, vaccines, and diagnostic kits to fight SARS-CoV-2
infection. Recently, a few animals and human models were pro-
posed to study SARS-CoV-2 pathogenesis for facilitating the ther-
apeutic and vaccine discovery. Until then, to prevent infection with
SARS-CoV-2, the only options that a person can take are preven-
tativemeasures such as stay at home,maintain hygiene, use amask,
keep social distance, perform yoga, maintain good immunity, etc.

The cheap cost, early diagnosis, and reduction of the chance of
its transmission so that health workers do not get affected during
the analysis are the primary concern linked with this virus to
control and study SARS-coV-2 infection. Presently, the RT-PCR
technique has been widely applied for testing of SARS-CoV-2.
However, this method for the detection of SARS-CoV-2 is labo-
rious, time-consuming, expensive, and requires a specialized fa-
cility and trained staff. Also, the SoA diagnostics time to approve
Fig. 1. This map shows the global distribution of confirmed cases of COVID-19. (This was r
WHO.)
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SARS-CoV-2 infection fluctuates from 6 h to nearly 3 days,
causing an interruption in therapeutic methods. Furthermore,
some of the researchers have developed biosensors for the detec-
tion of COVID-19 in recent times through various ways, but most of
them are invasive and include the exposure to particles of the virus.
To overcome the issues as mentioned above of invasive diagnostic
techniques and time-consuming PCR-based methods, researchers
around the globe are making substantial efforts to fabricate
different devices and approaches for an affordable, rapid, highly
sensitive, easy, and selective detection of SARS-CoV-2 in low-
resource settings (such as directly at home or doctors’ practices).
For this purpose, a powerful and promising technique is the use of
nano-enabled biomarker-based immunosensors that can play a
pivotal role in diagnosing COVID-19. The qualities such as dispos-
able, cheap cost, miniaturization, and multiplexing with the capa-
bility to construct flexible devices have made immunosensors very
fascinating and suitable for various applications. As most electrical
and electrochemical sensors are label-free sensing devices, their
scope for detection of SARS-CoV-2 is large and extensively
considerable as powerful and potential replacements over molec-
ular SARS-CoV-2 detection methods. Thus, this report highlights
and reiterates the need for SoA diagnostic techniques and also a call
to fabricate sensitive, selective, and rapid POC detection system for
SARS-CoV-2 at an early stage for global health care. We propose
that adopting miniaturized non-invasive nano-enabled biomarker-
based SARS-CoV-2 immunosensing technique can detect femto/
pico/nanomolar (fM/pM/nM) level of virus concentration within a
time frame of ~40min in comparison to 3 days required for RT-PCR-
based test or ELISA at nM levels. Smart health care focused on
artificial intelligence (AI) and the Internet of Medical Things (IoMT)
is gaining popularity in dealing with COVID-19 pandemic in the era
of advanced digital technology. Therefore the innovative approach
of AI and IoMT to handle and address COVID-19 in terms of
assessment and benchmarking is also discussed in this study. This
idea of AI and IoMT is ideally suited to this pandemic because it is
important to link and track every individual across a vast network
requiring effective spectrum management. Further, this review
aims to provide a brief overview of SARS-CoV-2, outline the current
eproduced from situation reports of the WHO coronavirus disease [4]. Copyright 2020
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and emerging detection methods, and reviewed immunosensors
platforms used to detect other viruses along with the potential of
immunosensors for the rapid detection and diagnosis of COVID-19.
Finally, this pandemic has allowed all the health sector stake-
holders and multiple government agencies to join and develop
rapid diagnostic tests against infectious disease globally.

2. SARS-CoV-2: physical characteristics, structure, and
genomics

COVID-19 disease is highly infectious, as it spreads via air
droplets and human-to-human touch [13]. The viruses accountable
for SARS, MERS, and COVID-19 occurrence are, most of the time,
spherical and pleomorphic sometimes [14]. These viruses have an
average diameter of about 125 nM, as the glycoprotein spikes over
the capsid's surface, and their capsid, which makes up these vi-
ruses, is around 20 nM and 85 nM, respectively [15]. CoV symptoms
show similarity with influenza and appeared after 5.2 days of an
incubation period [16]. The duration of the arrival of COVID-19
symptoms to death fluctuates from 6 to 41 days, with an average
of 14 days [17]. The common symptoms found between previous b-
CoVs and COVID-19 are fatigue, cough, and fever, along with
headache, dyspnea, sputum generation, lymphopenia, diarrhea,
and hemoptysis [17,18]. Though, COVID-19 exhibited distinct clin-
ical traits that involve the lower airway infection, as evident from
the symptoms from the upper respiratory tract such as sore throat,
diarrhea, sneezing, and rhinorrhea, as shown in Fig. 2. People
infected with the SARS-CoV-2 virus indicate large leukocyte
numbers, vast plasma pro-inflammatory cytokines, and irregular
Fig. 2. The systemic and respiratory disorders caused by the SARS-CoV-2. The incubation
clinical features that include the targeting of the lower airway, as evidenced by upper respi
infected with COVID-19 developed intestinal symptoms like diarrhea (adapted with permis
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respiratory findings. One of the case reports of COVID-19 patient
showed coarse breathing sounds of both lungs, cough, and body
temperature of 39 �C on the 5th day of fever. The noteworthy
pathogenesis as a respiratory system targeting virus of COVID-19
infection was RNAaemia, acute cardiac injury, severe pneumonia,
together with the incidence of ground-glass opacities that lead to
death [19]. Also, a considerable amount of high blood levels of
chemokines and cytokines were found in patients with COVID-19
infection, including IL1RA, IL7, IL10, IL9, IL8, IL1-b, VEGFA GCSF,
basic FGF2, IFNg MIP1a, MCP1, TNFa, IP10, PDGFB, MIP1b, and
GMCSF [20]. Hence, to recognize the numerous modes of trans-
mission from urine and fecal samples, fabrication of suitable
methods is instantly required to develop therapeutics to minimize
and inhibit the spread of the disease.

As the detection of COVID-19 by variousmethods is based on the
structure and genomics of the novel SARS-CoV-2 in the present and
upcoming times, it is relevant to review the new aspects of its
progress. Due to the phylogenetic connection and similarity in the
genome sequence, this novel species of CoV, SARS-CoV-2, has been
placed under the b CoV genus of the CoV family. It has a positive
sense of large 30 kb, single-stranded RNA (ssRNA) genome, which is
spherical [18,21]. As the genetic material of this virus is RNA, its
two-third part consists of non-structural polyproteins (ORF1a-
ORF1b), i.e. RNA synthesis materials, and encodes viral polymerase
RNA dependent RNA polymerase (RdRp). The rest part contains the
four accessory and structural proteins, i.e. N (nucleocapsid protein),
M (membrane protein), S (spike protein), and E (envelope protein)
[22]. Fig. 3(A) [23] represents a schematic diagram of the structure
of the SARS-CoV-2 virus, and Fig. 3(B) [24] shows the TEM images of
period of COVID-19 infection is approximately 5.2 days. COVID-19 showed some unique
ratory tract symptoms like rhinorrhea, sneezing, and sore throat. Additionally, patients
sion from Ref. [19], Copyright 2020 Elsevier).
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the SARS-CoV-2 virus. All four proteins are not only involved in
virus structure, but they also play a crucial role during the repli-
cation cycle [25].

E is the smallest and significant structural protein of CoV
responsible for the composition and formation of the viral mem-
brane. A small part of this protein is merged into the virion's enve-
lope and is highly expressed during the host cell's replication cycle
[26]. The primary purpose of the N protein is to attach the RNA
molecule of CoV and to build the nucleo-capsid structure, which
helps in protecting and enfolding the viral RNA [27]. In addition to its
principal function in viral genome processes, it includes both the
viral replication cycle and the host cell response to viral infection
[28]. M is a 25e30 kDa structural protein that helps to define the
shape of the viral envelope and has a role as a central organizer in the
assembly of CoV by interactingwith several other structural proteins
Fig. 3. [A]. A schematic structural view of human SARS-CoV-2 with its surface protein (adapt
SARS-CoV-2 with transmission electron microscopy. The virus is shown in blue color (adapt
life cycle of highly pathogenic human SARS-CoV-2. These CoVs enter host cells by first bindin
severe acute respiratory syndrome (SARS)-CoV-2 or SARS-CoV and dipeptidyl peptidase 4 (D
cells expressing ACE2 (e.g., pneumocytes, enterocytes) or DPP4 (e.g. liver or lung cells inc
virusecell membrane fusion and viral entry. Viral genomic RNA is released and translated i
used as a template to form subgenomic or genomic positive (þ) sense RNA. Viral RNA an
cytoplasm. By contrast, other viral structural proteins, including S, membrane (M), and e
transported to the Golgi. The viral RNAeN complex and S, M, and E proteins are further assem
released from host cells (adapted with permission from Ref. [34], Copyright 2020 Cell Pres
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[29]. The entrance of SARS-CoV-2 into host cells is made possible
through the binding of S glycoprotein to the receptor of the host cell,
as this protein helps in the merging of host cell and viral membranes
to facilitate the easier entry of the virus into the host cell [26,30].
Also, this protein attaches with the transmembrane receptor ACE2
(the angiotensin-converting enzyme 2) specifically, which is highly
expressed in the heart, gastrointestinal tissues, kidneys, and lungs
[31]. The virus's binding with the host cell and further entrance into
the cell is carried by a protease enzyme known as TMPRSS2. After
SARS-CoV-2 entry into the host cells, the viral RNA converts into the
proteins quickly together with RNA synthesis via the replication of
the virus in the cytoplasm [14]. The variations in amino acid se-
quences are part of direct correlations between both the spike pro-
tein and the receptor of the host cell [32]. The complete life cycle of
the SARS-CoV-2 virus is shown in Fig. 3(C) [33e35].
ed with permission from Ref. [22], Copyright 2020 Cleveland Clinic [B]. Visualization of
ed with permission from Ref. [23], Copyright 2020 American chemical society) [C]. The
g to their respective cellular receptors [angiotensin-converting enzyme 2(ACE2) for the
PP4) for the Middle East respiratory syndrome (MERS)-CoV] on the membranes of host
luding Huh-7, MRC-5, and Calu-3) via the surface spike (S) protein, which mediates
nto viral polymerase proteins. The negative (�) sense genomic RNA is synthesized and
d nucleocapsid (N) structural protein is replicated, transcribed, or synthesized in the
nvelope (E), are transcribed, then translated in the endoplasmic reticulum (ER) and
bled in the EReGolgi intermediate compartment (ERGIC) to form a mature virion, then

s).
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Furthermore, RdRp is considered to be an essential conserved
sequence. As per the International Committee on Taxonomy of Vi-
ruses (ICTV) criteria, if a species displays >90% resemblance for a
conserved RdRp sequence, it would be reflected as new species. As
the RdRp sequence of virus collected from Wuhan reveals 86%
similarity with the existing SL-CoVZC45 viral species, SARS-CoV-2
was declared a novel species. The genome sequence analysis
shows 88% resemblance of SARS-CoV-2 with SARS-like bat-derived
CoV, SL-CoVZXC21, and SL-CoVZC45. The entire sequencing of the
virus genome taken fromvarious spheres displaysmore than 99% of
sequence homology with novel SARS-CoV-2 (from Wuhan, China)
[36]. This virus differs from SARS-CoV only by some amino acid
residues present in the receptor-binding domain, according to the
homology modeling [37]. Therefore, knowledge of the structure
and genomics of SARS-CoV-2 is essential to know the basics and for
fabricating more sensitive, useful, and accurate detection devices.
2.1. Conventional techniques in diagnosis and detection of
coronaviruses

There lies a great challenge and threat for the diagnosis due to
the rampant spread of SARS-CoV-2, as it shows similarity in the
symptoms with that of previously occurred viruses such as ade-
noviruses, rhinoviruses, respiratory syncytial virus, parainfluenza,
and influenza. The facilities of flights around the globe and other
means of transportation, i.e. global civilization, have generated
suitable circumstances for quick transmission of this pandemic. As
the transmission of virus takes place within a time frame of 24 h,
sample collection from the trachealethroat and nasal swabs within
2e5 days are done and shifted in transport media for keeping them
alive, so it reaches safely to particular laboratories for rapid
detection [38]. Some of the conventional techniques that are
already in use for detecting viruses are electron microscope (EM),
serological methods, virus cultivation in cell cultures, and enzyme-
linked immunosorbent assay (ELISA), as shown in Fig. 4.
Fig. 4. A generalized representation of all different are
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2.1.1. Electron microscopy
EM in developed countries has been regarded as an efficient

technique for determining the virus directly via visual counting of
viral particles in stools, body fluids, or histopathologic samples.
This technique needs a certain quantity of viral particles (~106
particles per mL) to identify the morphological characters specific
to a particular family of viruses. However, there is a prior need to
prepare the specimen [39], whichmakes analysis difficult, as it may
decrease the virus's concentration. Moreover, it is time-consuming,
expensive, challenging to locate the minute virus particles under a
microscope and requires technical experts and assistance. Never-
theless, EM played an essential role in the initial discovery that CoV
were the causative agents of SARS [40] and COVID-19 [41].
2.1.2. Virus cultivation in cell culture-based methods
Viral infection stimulates the body's immune system, which

continues to produce antibodies, and the concentration of anti-
bodies is found to increase between the 8th and 14th days of viral
infection [42]. Virus cultivation in cell culture is another detection
method for a virus, i.e. the standard gold method showing behav-
ioral and morphological changes. This test is analyzed after 7e10
days of infection for the cytopathic effect to form cell lines and hem
adsorption screening followed by immunofluorescent confirmation
having 86e94% sensitivity and 100% specificity [43]. Successful
plaque assays for HCOV-NL63 have been reported recently [44] and
were also reported earlier for SARS-CoV [45] and MERS-CoV. These
assays were considered the benchmark for identifying MERS-CoV
during the MERS outbreak in mid-2010 [46]. Although these as-
says were challenging to conduct, long procedures, i.e. 5e7 days to
obtain results and laborious, which limit its use [47].

On the other hand, some laboratories have substituted tradi-
tional culture with the shell-vial culture, which gave higher
sensitivity and faster results than conventional culture methods
[48]. But, this method is not valid for viruses that did not have
cytopathic effect, as many days are invested in detecting the type of
pathogen, thereby lacking timely bound detection. Culture-based
as of conventional detection methods for viruses.
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approaches have revealed a significant impact in the field of in-
fectious virus diagnosis that is still practiced in many hospital
laboratories.

2.1.3. Immunological-based methods
In the history of clinical virology, complement fixation test (CFT)

is one of the ancient methods, which was simple, convenient, and
requires low-cost material [49]. This technique determines the
complement-fixing antibodies found in the serum of a patient
[50,51] and has the advantage of checking the number of pathogens
at a particular time along with a description of a specific group.
However, its demerit lies in recognizing different strains of the
same kind of virus [52,53] and needs high cost, particular reagents,
lacks sensitivity, time-consuming, and labor-intensive processes.

Another easy and simple method used to confirm infectious
viruses such as parainfluenza virus and influenza arboviruses
subtypes is the hemagglutination inhibition (HI) test. This test is
also used to check the antigenic type of virus and give quantitative
amounts of virus particles relatively [54,55]. Yet, this approach is
demanding in terms of quality control, has very low reproducibility,
and sometimes, cross-reacts with other viruses.

The single radial-immunodiffusion test is another approach for
checking the hemagglutinin content in test antigens and the antige-
nicity of the virus hemagglutinin [56,57]. It also offers additional
control for the antigenic structure of the vaccine [58]. It shows
sensitivity toward antigenic composition and is useful for active an-
tigen detection [59] along with simple and good reproducibility. In
this process, specific antibody separation occurs from serum against
viruses, and in agarose wells, antigens are poured. Determining the
unknown concentration of virus titer or antigen is done through
many known concentrations of different antigens in agarose solution.
On the contrary, a double immunodiffusion (DID) test is another
method for virus typing using a 1e1.5% agarose gel solution [60].
Although, this method is highly sensitive, low viral titer and prior
virus cultivation for typing restrict its commercial use.

Furthermore, since the 1990s, ELISA tests [61] are performed
with high specificity and sensitivity. They are obtainable in two
procedures: microtiter plates and paper strips. Traditionally, the
influenza virus's detection was determined via specific interactions
between antigen and antibody and immunocomplexeenzyme
linkage, which caused a change in color [62]. Despite the wide
acceptance of this test, low sensitivity limits its use compared to
nucleic acid-based techniques. However, some researchers attempt
to enhance the sensitivity by utilizing europium and gold nano-
particles showing progressive results. For instance, detection of 29
strains of virus influenza A and some B virus subtypes is achieved
through the europium nanoparticle-based immunoassay (ENIA),
with 16 times more sensitivity than ELISA assay, which is available
commercially [63].

Western blotting is a related technique that relies on antibodies'
specific interaction with target antigens present in a sample
mixture. Upon separation of the sample proteins on an electro-
phoretic gel, they are then transferred to a membrane where pri-
mary and secondary antibodies bind and visualize the target
protein [64]. Western blotting is generally slower than ELISA and
hence not used as often in routine clinical testing. However, a
Western blot method has been reported for the detection of SARS-
COV [65].

The various conventional techniques for detecting viruses are
more or less very time-consuming; for instance, the cell culture test
takes about 4e7 days. Although ELISA is a rapid and straightfor-
ward technique utilized for serum antibody analysis, it cannot be
used to detect virus practically or in diagnostics. On the other hand,
immunoassays can be used directly to detect viruses from tissue
specimens, but the requirement of labels, cross-reactions in some
6

cases, and low sensitivity limit its use. Therefore, to overcome such
economic and social costs, the need for the fabrication of rapid
detection methods is essential, and biosensors have shown an
abundant potential to fulfill such requirements. Herein, we propose
a potential protocol based on biomarker-based electrochemical
biosensors for COVID-19 detection, collected from recently pub-
lished articles for other virus detection.

3. Current detection method for COVID-19 and the need for
portable and rapid detection systems

Several features of the influence of SARS-CoV-2 infection on
communal health have been analyzed and studied worldwide
[20,66], describing the details of its emergence, epidemiology, and
discovery along with its diagnostics. The appearance of COVID-19
infection is not clearly defined, which includes fever, viral pneu-
monia, dyspnea, cough, and respiratory symptoms [19]. Thus, spe-
cific diagnostic tests for this disease are immediately required for
confirming the infection in screened suspected patients and conduct
virus surveillance. In this regard, a POC device (i.e. a robust, rapid,
and economical system that can be utilized not only for the field but
for on-site purposes without requiring the skilled technician for
operating it) is vital and instantly necessary for detecting the COVID-
19 at an early stage [67]. Fig. 5 shows the dramatic influence in the
prior detection of COVID-19 disease to control an outbreak [68e71].

3.1. Molecular methods

PCR is a technique that utilizes DNA polymerase enzymes and a
primer sequence for producing several duplicates (amplification) of
series of genetic sequences or a gene to increase the quantity of
required DNA exponentially. They are extensively employed for
amplifying the trace amount of DNA in the samples to provide a
sufficient number of viral DNA for laboratory diagnosis. Because of
their high sequence specificity, sensitivity, and simplicity, these
methods are reliably and routinely be applied to detect CoV
infection in patients suffering from it [72e74]. In principle, such
tests are employed to convert CoV RNA into complementary DNA
via reverse transcription. Moreover, PCR is executed for amplifying
the DNA, which is further subjected to analytical methods or spe-
cific detection such as sequencing or electrophoresis [72,75,76].

The most common and available PCR technique that is being
utilized for detecting COVID-19 is the standard molecular method:
real-time reverse transcription-polymerase chain reaction (rRT-
PCR), which is based on detection of nucleic acid in biofluids
comprising cerebrospinal fluid saliva, serum, and urine. rRT-PCR is
considerably more sensitive than conventional approaches as it has
been used for almost 10 years to detect various viruses. Addition-
ally, it has better specificity (nearly 100%) and sensitivity compared
to RAD techniques and viral culture [77e79]. Since 17th January
2020, the WHO has given the available and documented protocol
for testing on its website, including [80].

(i) Collection of the specimen;
(ii) Packing, i.e. storage and shipping of the clinical samples;
(iii) Excellent communication with the laboratory person

providing valuable data;
(iv) Testing in the laboratory;
(v) Evaluation of reported results.

In the present times of challenges, this analysis method needs
costly, sophisticated laboratory equipment, and various specialists
along with highly expert analysts working at a central laboratory
(Biosafety Level 2 or above) [7,80,81]. Transportation of samples is a
cumbersome job; therefore, sample reports are obtained in 2e3
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days. At this time of public health emergency where the COVID-19
outbreak has become pandemic all over theworld, such delay in the
testing procedure is problematic and dangerous for the person
handling the sample as the virus is contagious.

Moreover, owing to the dependence on technical experts and
costly reasons, commercial PCR-based techniques can only be
applied to seriously ill patients and do not reflect acute disease
every time due to the presence of viral DNA or RNA [82e84]. Also,
its co-detection using PCR results in interference with other res-
piratory viruses of the CoVs family, and the results of positive CoV
PCR causing disease severity are not revealed all the time. Besides,
the recent PCR-based approach of investigation needs (predomi-
nantly while dealing with many infected patients) 4e8 h or more
for processing. Along with the financial pressures, these re-
quirements instigate one to send the samples hundreds of miles
away for testing to provide necessary resources and facilities for
executing the diagnostic analysis. This, in turn, can further increase
the financial burden and the required time for performing the
diagnostic analysis [85].

3.2. Computed tomography

Computed tomography, also known as CT scan, is used either in
association or as a standalone treatment strategy to confirm inac-
curate RT-PCR results for SARS-CoV-2 virus detection [86,87].
Throughout this process, a considerable number of chest X-ray
measurements are typically gathered from various angles to
generate a three-dimensional (3D) contrast image, which will then
be evaluated by radiologists for aberrant functionalities to validate
the existence of SARS-CoV-2 infection. Patterns of COVID-19
infection that occur in the CT scan usually involve areas of sub-
pleural regions of ground glass opacification hampering the lower
portion either of single or both lobes and has also shown consoli-
dation of fluids in the lungs [88]. CT scan pictures of multiple pa-
tients on several days when different irregularities are fully evident,
like focal ground-glass opacity along with peripheral and bilateral
predominant consolidation after 20 days of onset of infection has
been shown in Fig. 6 [1,89]. Although CT scans are willing to keep
one of the most efficient strategies in COVID-19's early diagnosis,
the critical challenge for radiologists is to differentiate symptoms
from pneumonia or other disorders of the lung, which is not trig-
gered by COVID-19 infections. Moreover, CT scanning is costly and
requires specialized technical expertise for activity and evaluation,
7

and it could only be suited for SARS-CoV-2 detection as a com-
plementary technology with RT-PCR.

3.3. Contact tracing

By using digital technologies, in particular, smartphone-based
applications to assess the presence of both recovered and active
infected cases have also been effectively applied to control the
COVID-19 transmission [90]. A contact tracing application has been
recently developed by Ferrite et al. [91], which is shown in Fig. 6 [2].
One of the benefits of such software-based systems is that this can
be easily modified to be more accurate, such as quarantining areas
if the infection spreads in that region gets unpredictable, quaran-
tining individual families or flats, or tracing connections in the
second/third degree if the number of cases rises along with the
accessibility of technology with members of the community. One
key drawback of contact tracing is that it is also vital to boost the
number of diagnostic tests to unlock the maximum benefits of this
technology. There is also another restriction, such as considering
privacy, which is becoming more appropriate among the group
members with changing times and circumstances [92]. Neverthe-
less, contact tracing usage is still beneficial for members of the
community to monitor the movement of individuals, including
asymptomatic ones, who came in contact with the infected person.

Therefore, through the evaluation of the above tests, it is
necessary to develop smart diagnostic systems (i.e. POC test) for
selective and sensitive detection of SARS-CoV-2 to identify infec-
tion at an early stage at low concentrations. The final objective for
fabricating a POC test is to match with the ASSURED criteria that
were set by the WHO: sensitive, robust, deliverable to those in
need, user-friendly, affordable, equipment-free, and specific.
Consequently, there is a need to develop new methodologies that
can be sensitive along with practicability. In this regard, biomarker-
based electrochemical biosensors could be outstanding substitute
systems to overcome the disadvantages of the standard and con-
ventional rapid techniques for COVID-19 detection. These ap-
proaches can provide the desired sensitive, cost-effective, fast, user-
friendly, toward a portable, and selective response [93].

4. Diagnosis and biomarkers

Early and rapid diagnosis of diseases is continuously a signifi-
cant concern for any nation. Now, the condition associated with



Fig. 6. [1] Transverse thin-section CT scans in patients with COVID-19 disease (A) 56-year-old man, Day 3 after symptom onset, (B) 74-year-old woman, Day 10 after symptom onset,
(C) 61-year-old woman, Day 20 after symptom onset (D) 63-year-old woman, Day 17 after symptom onset (adapted with permission from Ref. [88], Copyright 2020 The Lancet) [2].
Contact tracing application: using GPS contacts of Individual A and all individuals using the app, infections are traced. This is further supplemented by scanning QR codes displayed
on high-traffic public amenities where GPS is too coarse. Using this application, Individual A requests a test for COVID-19 infection, and their positive test result is shared as an
instant notification to individuals who have been in close contact (adapted with permission from Ref. [23], Copyright 2020 American chemical society).
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COVID-19 is vast, as we do not have any method for fast and early
virus detection. Numerous countries are trying hard to fabricate a
quick kit based on antibodies or genes for detection. Some other
techniques can solve this issuewith amore adaptable approach and
detect the virus quickly. In recent years, medical analysis has been
significantly enhanced due to the advancements in new methods
capable of quantifying specific components and molecules for
performing the detection in the presence or absence of which gives
data about the physiological state of a living being. One of these
techniques is biomarker-based sensors, known as biosensors.
Several reported biomarker-based biosensors can accurately detect
diseases; for example, a non-invasive biosensor was developed by
Kumar et al. for oral cancer detection using CYFRA-21, which is a
specific biomarker for oral cancer and detection of antibiotics by
Yadav et al., [94,95]. Moreover, immunosensors based on bio-
markers was also fabricated for different virus's detection; such as
Haji-Hashemi et al. and Freitas et al. prepared a label-free immu-
nosensor for CTV (as viral antigen) detection [96,97]. Joshi et al. [98]
show a thermally reduced graphene oxide (RGO) on the electrodes
of indium tin oxide/glass for quantitative determination of influ-
enza virus H1N1 as a tag-free electrochemical immunosensor. The
electrochemical biosensor was shown by Navakul et al. [99] using
graphene oxide-deposited gold electrodes to detect dengue virus
particle. A sensitive and selective immunosensor was designed by
Kaushik et al. for ZIKA virus detection using ZIKA virus protein as
biomarker [100]; similar to these, particular biomarkers for COVID-
19 can be used to develop biosensors for its detection.

Biomarkers can be described as parameters that can be objec-
tively evaluated or measured to get data of either a pathologic/
physiologic state or as a response to therapeutic intervention by a
non-regular activity or situation of a living individual [101]. Bio-
markers, for instance, serum amyloid A (SAA), are secreted in a
more ample amount in COVID-19 patients than healthy individuals.
Simultaneously, serum ferritin is also an important biomarker that
shows the potential for COVID-19 detection, primarily as there lies a
difference between its secretion and the cut-off range. Apart from
these, other biomarkers, which can also be considered and show
changes in the blood qualitatively in the case of COVID-19 patients,
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listed in Table 1 [19,102e106] with the secretion range in healthy
patients and COVID-19 infected patient. Lastly, few investigations
reported some other biomarkers such as Interleukin (IL), IL-6, IL-10,
and IL-1b [107]. Therefore, a biosensor based on biomarker
approach for COVID-19 detection would be a non-invasive and
user-friendly technique to overcome the limitation of highly qual-
ified professionals. Furthermore, this biomarkers-based biosensor
can be combinedwith amicrofluidics system,whichwill reduce the
amount of sample and the chances of spread of the virus, similar to
the approach developed by Singh et al., in which they tried to
fabricate a microfluidics-based biosensor for detecting the influ-
enza virus [108].

5. Electrochemical biosensors: toward point-of-care sensing

Till now, there is no adequate facility available for monitoring
and detection of COVID-19. Therefore, considerable attention
needs to be given to POC applications by developing a portable,
selective, sensitive, and rapid tool for COVID-19 detection,
resulting in early diagnosis required for determining the
adequate and suitable therapeutic intervention at the right time.
Currently, the available SARS-CoV-2 virus sensors are multi-
component, which need sophisticated elements. An electro-
chemical biosensor is one of the groups of analytical devices that
can be adapted to fulfill the characteristics requested for
ASSURED criteria and POC testing, which majorly involves 11
features, as shown in Fig. 7(B).

Because of their applicability and versatility in concrete situa-
tions, biosensors' field has gained incredible progress [109]. A
biosensor is described as analytical devices combining bio-
recognition element (which includes nucleic acids, tissue, cell re-
ceptors, microorganisms, organelles, antibodies, enzymes, pro-
teins) with physio-chemical integrated with three-
electrode systems [110] that are capable of detecting a chemical,
physical, or biological property of a specific substance and an
electronic transducer comprising of signal processing, amplifying,
recording, and displaying the result in a readable format as shown
in Fig. 7(A) [111,112]. Principally, on the interaction of target analyte



Table 1
List of considerable biomarkers for COVID-19.

S.No. Biomarker Normal patient Affected patient Ref.

1 Serum ferritin, (ng/mL) 15.0e150.0 800.4 (452.9e1,451.6) [102]
2 Cholinesterase (CHE) (kU/L) 8e18 1.5e8 [106]
3 C-reactive protein (CRP) (mg/L) 0.0e1.0 57.9 (20.9e103.2) [102]
4 Creatinine (CREA) (mmol/L) 60e120 30e80 [106]
5 Interleukin-2R, (U/mL) 223.0e710.0 757.0 (528.5e1,136.3) [102]
6 Lactate dehydrogenase (LDH) (U/L) 140e280 300e600 [106]
7 IL-6 (pg/mL) 0$0e7.0 7$9 [103]
8 IL-10 (pg/mL) 0e9.1 >15 [105]
9 Cystatin C (Cys C) mg/dl 0.6e1.3 >1.1 [106]
10 D-dimer (mg/mL) 0e0.243 0.4 [19]
11 Urea (mmol/L) 2.5e7.1 4e22 [106]
12 Lymphocyte count (�109/L) 0.8e4 <0.6 [104]
13 Serum amyloid A (SAA) (mg/L) 0e10 108.4 [19]
14 Procalcitonin (ng/mL) 0e0.5 <0.1 [104]
15 Serum direct bilirubin (DBIL) (mmol/L) 5.1e17 >8-60 [106]

Qualitative changes in the blood profile of COVID-19 patients. (The information is adapted from the clinical studies of [107])

Hematologic WBC count
Neutrophil count

Increases

Lymphocyte count
Platelet count
Eosinophil count
Hemoglobin

Decreases

Biochemical Alanine aminotransferase
Aspartate aminotransferase
Total bilirubin
Blood urea nitrogen
Creatinine
Creatine kinase
Lactate dehydrogenase
Myoglobin
Creatine kinase-MB
Cardiac Troponin I

Increases

Albumin Decreases
Coagulation Prothrombin time

D-dimer
Increases

Inflammatory biomarkers Erythrocyte sedimentation rate
CRP
Serum-ferritin
PCT
IL-2R
IL-6
IL-8
IL-10

Increases

Fig. 7. [A] A schematic presentation of the principle of a biosensor (reproduced from Ref. [105]); [B] Features of an ideal biosensor required to be developed for practical use in
pandemics (adapted with permission from Ref. [23], Copyright 2020 American chemical society).
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with bioreceptor, the detecting element specifically identifies the
target analyte via specific adsorption, reaction, or some other
process such as chemical/physical interaction. Afterward, the
transducers convert molecular interactions into detectable form,
and for this, several materials are being employed for developing
9

transducers that can be explored in the fabrication of biosensors.
The following section explicitly explores the applicability of bio-
sensors toward COVID-19 detection. Previous works have already
explored the general aspects of these sensors, e.g. the various
electrode materials in use for the detection of other viruses.
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5.1. Recent developments in state of the art techniques for COVID-19
detection

All around the globe, numerous researchers are working hard to
develop a quick diagnostic approach for the detection of COVID-19,
as the existing method of RT-PCR is costly and lengthy. To begin
with the signs of progress, Qiu and his team developed a dual-
functional plasmonic photothermal (PPT) biosensor, in which they
used localized surface plasmon resonance (LSPR) and PPT effect
with the aid of two-dimensional gold nanoislands (AuNIs), as
Fig. 8. [1] Detection of SARS-CoV-2 using field-effect transistors: The schematic shows colle
sensing area of the FET biosensor. The sensor in real time can capture binding events asso
American chemical society) [2]. LSPR detection of nucleic acid sequences from the SARS-
nanoparticles in which light is illuminated on the substrate to generate local heat and detect
effect and the detection of nucleic acid sequences at low concentrations (adapted with per
COVID-19. (A) Visual detection of COVID-19 with one-tube Penn-RAMP with LCV dye. Negati
The sequence of operations of the home test. The reactions can be incubated either in a block
Ref. [84], Copyright 2020 Elsevier) [4]. Schematic representation for the selective naked-eye
(adapted with permission from Ref. [109], Copyright 2020 American chemical society).
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shown in Fig. 8(2). They utilized AuNIs for functionalizing the
complementary DNA receptors to sensitively detect the selected
sequences of SARS-CoV-2 [113]. Though this sensor is more accu-
rate and fast compared to the results of RT-PCR, it was still not able
to eliminate the problem of exposure to particles of virus. For
improving the limit of detection (LOD) or detection limit, Seo et al.
recently developed an immunosensor on SARS-CoV-2 spike protein
using a graphene sheet on an FET-based system [Fig. 8(1)] [114].
This sensor has a better LOD but lacks the specificity in longer terms
(such as the viral strain can get mutated and change its
ction of biological samples from the patient and its application on the graphene-based
ciated with the SAR-CoV-2 (adapted with permission from Ref. [23], Copyright 2020
CoV2. The schematic shows the architecture of the LSPR substrate consisting of gold
nucleic acid-binding events. The graph also shows the LSPR response to their plasmonic
mission from Ref. [23], Copyright 2020 American chemical society) [3]. Home Test for
ve: 0 copies of COVID-19 synthesized DNA; positive: 100 copies of synthesized DNA. (B)
heater or in a domestic oven with temperature control (adapted with permission from
detection of SARS-CoV-2 RNA-mediated by the suitably designed ASO-capped AuNPs
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morphology). Recently, some other developments have also been
done by several research groups for fast COVID-19 detection, whose
parameters are listed in Table 2 [113e133]. However, none of these
methods went toward the fabrication of non-invasive biosensors
that can be user-friendly and cost-effective. Various studies have
also revealed the successful application of LAMP assay to detect CoV
RNA in multiple forms in patient samples [134e137], showing 100-
fold more sensitivity than conventional RT-PCR techniques
[136e141]. A POC COVID-19 sensing system based on reverse
transcription loop-mediated isothermal amplification (RT-LAMP)
assay was well established, explained, and hypothesized for highly
sensitive COVID-19 detection by Kashir et al. [85] and Trieu et al. [3].
Furthermore, Zhang et al. [142] have used colorimetric detection for
identifying COVID-19 viral RNA from patient cell lysis or purified
RNA via LAMP methodology. In a recent report, El-Tholoth et al.
[143] modified the less sensitive LAMP assay of Zhang et al. to
enhance sensitivity by Penn-RAMP strategy for COVID-19 detec-
tion. This is a two-step LAMP protocol, which is ~10e100-fold more
sensitive than usual LAMP [144] and has a success rate of 100% at
7e10 copies of viral reaction/RNA as compared to 7,000 copies for
COVID-19 qPCR and COVID-19 LAMP assay [142,144,145]. The
principle for detecting COVID-19 is based on the variation of color
formed in leuco crystal violet (LCV) dye. This dye is nearly colorless
in the absence of dsDNA and deep violet in the presence of dsDNA,
enabling the detection of amplicons, as shown in Fig. 8(3A). In this
study, the authors examined the variation in color through the
naked eye; therefore, the instrument-free POC detection device
could be used at home. Moreover, it comprises a chemically heated
cup for controlling the system's temperature without the require-
ment of electrical power [Fig. 8(3B)]. In another study, Moitra et al.
[115] fabricated a gold NPs capped with thiol-modified antisense
oligonucleotides colorimetric biosensing approach for the selective
naked eye SARS-CoV-2 detection within 20 min, as shown in
Fig. 8(4). This exhibits a linear range of 0.2e3 ng/mL, with a detec-
tion limit of 0.18 ng/mL for SARS-CoV-2 RNA. These advanced
Table 2
A recently developed SoA techniques for COVID-19 detection and their parameters.

S.No Techniques used Materials used

1 Surface plasmon resonance Gold nanoislands
2 Field-effect transistor Graphene sheet
3 Colorimetric ASOs-capped plasmonic nanopar
4 LAMP Polymer nanoparticles

5 RT-PCR Iron oxide nanoparticles

6 Colorimetric Gold nanoparticles
7 Lateral flow immunoassay (LFA) Gold nanoparticles
8 Lateral flow immunoassay (LFA) Lanthanide-doped nanoparticles
9 Optomagnetic Iron oxide nanoparticles
10 Amperometric Screen-printed carbon electrode
11 Bioelectric recognition assay (BERA) Mammalian Vero cells
12 Plasmonic metasensor Functionalized gold nanoparticle
13 Electrochemical Cobalt-functionalized TiO2 nano
14 P-FABU-bent optical fiber Gold nanoparticles
15 Optical Fiber Gold nanoparticles
16 RT-LAMP e

17 Surface plasmon resonance Monolayer of 3-mercapto propio
His-Asp-COOH

18 CRISPReCas12-based lateral flow assay e

19 LFIA Gold nanoparticles
20 Chemiluminescence immunoassay e

21 Colloidal gold-based immune-chromatographic
(ICG) strip

e
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sensors facilitate detection in remote areas where clinical in-
struments and medical facilities are very confined, thus having
potential as an efficient COVID-19 diagnostic tool [143].

Furthermore, biosensor based on combined LSPR sensing and
PPT effect [113], modified LAMP assay [142], the instrument-free
LAMP [143], and graphene-based FET sensor [114] can be utilized as
a platform for the development of miniaturized POC systems for
COVID-19 estimation and detection. However, while RT-LAMP can
be used to confirm infection cases, it cannot exclude them, thus
limiting the usefulness of this technique. Yet, a somewhat portable
form of the method has been developed in recent times, but the
analysis takes around 1 h and must usually be performed in a
controlled laboratory setting. Also, these approaches are multi-
component colorimetric methods that require validation for clin-
ical use. Therefore, there remains scope for developing smart
sensing systems capable of performing under the ASSURED para-
digm [146e148].

6. Biomarker-based electrochemical immunosensors for
rapid detection of SARS-CoV-2

To overcome the current laborious detection and time-taking
technique using RT-qPCR and to create an ASSURED environment
for detection of SARS-CoV-2 infection, we recommend nano-
enabled biomarker-based electrochemical immunosensing
methods. These nano-enabled biomarker-based electrochemical
immunosensors are an essential class of successful and widespread
commercial devices for biomolecular electronics. They have several
advantages because of their ability of miniaturization, the short
response time (unlike bioluminescent ones), to perform quantita-
tive analysis with fewer background noises to operate in turbid
media (unlike optical ones), economical, and reach low detection
limit, in comparison to other forms of biosensors. Because of the
unique and exceptionally high selectivity, sensitivity, and speci-
ficity an antibodymanifests for its specific antigen, immunosensors
Limit of detection Analytes Ref.

0.22 pM DNA [113]
1.6 � 101 pfu/mL Protein [114]

ticles 0.18 ng/mL SARS-CoV-2 N-protein [115]
12 copies/
reaction

Spike protein [116]

10 copies/
reaction

RNA [117]

0.5 ng RNA [118]
e IgM and IgG antibodies [119]
e Anti-SARS-CoV-2 IgG [120]
0.4 fM RdRp sequence [121]

(SPCE) 10 fM Protein [122]
1 fg/mL S1 spike protein [123]

s (NPs) 4.2 fmol spike protein [124]
tubes 0.7 nM SARS-CoV-2 S-RBD protein [125]

10e18 M N- protein [126]
100 units/ml IgG-type antibodies [127]
100 copies/
reaction

genomic RNA [128]

nic-Leu-His-Asp-Leu- 1 mg/mL Nucleocapsid antibodies [129]

10 copies per ml
input

E gene and N gene [130]

e IgM and IgG [131]
e IgM and IgG (recombinant

nucleocapsid)
[132]

e IgM or IgG [133]
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have now become common in clinical analytics. Therefore, at-
tempts have been made to develop nano-enabled antibody-based
immunosensing techniques (immunosensor) to take advantage of
the numerous physicochemical properties of nano-dimensions,
specifically electrical, optical, magnetic, and optomagnetic,
toward virus detection responsible for respiratory infections like
SARS-CoV-2. Unsurprisingly, at the time of writing, the literature is
relatively sparse in immunosensors, specifically targeting SAR-
SCoV-2.

Electrochemical immunosensors are defined as one of the
analytical devices to measure and detect antigen or antibody con-
centration of the analytes. They are based on the antigeneantibody
interactions, which provide signals to determine the analyte in the
sample. This method is highly sensitive, selective, and low cost than
the other conventional detection techniques for virus detection
[149]. The sensor accompanied by bioreceptors is used to deter-
mine the specific analyte concentration in the biological sample in
various fields of clinical, biological, biotechnology, and research
center [150]. It produces an electrical signal proportional to the
concentration of a group of analytes or a single analyte. The
biomarker-based electrochemical biosensor methodology has been
proposed to determine target analytes from the patient's sample in
the physiological range [151e153]. For the desirable performance of
electrochemical biosensor toward a target disease, various SoA
technologies like molecular recognition (comprising antibody
[154], aptamers [155], DNA [156], enzymes [157], and others),
different nanostructured materials for immobilization, i.e. one-
dimensional (1D) or 2D or 3D nanostructure of inorganic-organic,
and composites [158], transduction methods [159], advanced
flexible substrates [160], novel sensing arrays [161] and fluidic
systems to develop BioMEMS [162] should be included. Numerous
nano-enabled biosensors have been fabricated to determine me-
tabolites like targeted biomarkers, antigens, nucleic acids, and
pathogens for disease analysis [163e165]. Over the years, remark-
able developments have been made in electrochemical immuno-
sensing technology to detect the concentrations of viruses for the
diagnosis of infectious diseases [166e168]. Based on the targets, a
lot of research has been done for the development of biomarker-
based electrochemical immunosensor toward the analysis of
several types of viruses, including MERS-CoV and SERS-CoV
[Table 3] to prevent considerable death and for controlling the
spread of the virus from one country to the other [169e187].
Table 3
Comprehensive list of recent virus biosensingmethodologies based on immunosensors an
linear working ranges.

Viral Affinity reagent Approach

DENV, NS1 mAb, IgG Fuel cell Prussian blue nanotube membr
DENV, NS1 mAb, IgG Nanoporus alumina membrane electrode
DENV, NS1 mAb Protein A-coated gold CD electrode
DENV, NS1 mAb, IgG Nanoporus alumina membrane electrode
HV, antigens mAb Protein A/nanogold-modified GE
HBV, IgG E protein AuNP based Magnetosandwich immunoa
HBV, surface antigen Single chain Ab GBP/single-chain Ab fusion protein e GE
HCV, core antigen Ab Nanocomposite-modified GCE
HCV, cDNA PNA SAM-thiolated PNA probe modified GE
HCV, cDNA PNA SAM-thiolated PNA probe-modified GE
HCV, Protease Peptide Ferrocene-conjugated peptide-modified
HCV, RNA PNA TADC SAM PNA probe-modified GE
HIV, C protein pAb AuNP/MWCNT/AEP film-modified GE
HIV, C protein mAb AuNP-electroplated GCE
HIV, RT Peptide Ferrocene-labeled lipoic acid e AuNP/SP
IAV, whole virus pAb Neutravidin/biotinylated Ab/thiol-modifi
JEV, E protein mAb/IgG MWCNT/magnetic beads/HRP and magn
JEV, antigen Serum Ab Protein A/GA-silanised interdigited elect
MERS-CoV spike protein S1 mAb Gold NPs/carbon electrode
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According to a report, an RGO-based electrochemical immuno-
sensor was fabricated using EDC-NHS coupling chemistry between
eCOOH groups of graphene, i.e. attached to the gold surface of
working electrode, and eNH2 of antibody specific for H1 of H1N1
influenza. RGO was made for assembling on the surface of the
working electrode, and virus-specific antibodies were used to
analyze electrochemical spectra via various concentrations for
direct determination of the whole virus, as shown in Fig. 9(1). The
detection limit of 0.5 PFU/mL was reported [108]. In 2017, a boron-
doped diamond (BDD) sensor comprising a three-electrode system
was fabricated where diazonium salt of 4-aminobenzoic acid was
utilized to form binding sites that would attach to anti-M1 on the
electrode surface [Fig. 9(2)]. For this work, extraction of M1 protein
from the virus was done, followed by an experiment using
K3Fe(CN)6 via electrochemical impedance technique with a detec-
tion limit of 1 fg/mL in response time of 5 min [188]. SiO2-inverse
opal (SiO2-IO) based biosensor (2018) was developed where a HA-
specific antibodies were made to immobilize on the SiO2-IO surface
utilizing 3-aminopropyl trimethoxysilane (APTMS) that reveals the
amine group and an NHS-PEG4-maleimide linker to bind APTMS
with thiolated protein G (Cys-ProG) that exhibited high sensitivity
of 103e105 plaque-forming unit (PFU) [189]. A gold NPs/carbon
electrode-based electrochemical immunosensor was fabricated by
Layqah et al. for simultaneous detection of various CoVs, including
human CoVs (HCoVs) and MERS CoV. This immunosensor had
linear range and LOD of 0.001e100 ngmL�1 and 1.0 pgmL�1,
0.01e10,000 ngmL�1 and 0.4 pgmL�1 for MERS-CoV and HCoVs,
respectively, with an assay time of 20 min [187]. Such research
indicates that nanostructure-enabled immunosensing could be a
potential approach to early and rapid detection of virus-induced
respiratory infections. Therefore, various researches based on
immunosensor methodology are continuously going to obtain
excellent specificity and sensitivity via a different variation on the
electrode's surface.

We advise that sincere efforts should be taken toward (a)
functional and genetic modification of bioreceptors molecules,
e.g. CRISPR-Cas9, DNA, aptamers for sequence-specific detection;
(b) exploring novel enzymes and antibodies to determine the
concentrations of the virus selectively; (c) fabricating sensing array
of electro-active materials for building highly sensitive sensing
systems; (d) integrating advanced sensing components for devel-
oping a miniaturized system for application in clinics; (e) wireless
d comparison of the analytical performances in terms of limits of detection (LOD) and

Transducer (s) LOD Linear range Ref.

ane Amperometry 0.04 pfu mL�1 3e45 pfu mL�1 [169]
Voltammetry 1 pfumL�1 1e103 pfumL�1 [170]
Voltammetry 0.33 ng mL�1 1e100 ng mL�1 [171]
EIS 1 pfumL�1 1e900 pfumL�1 [172]
Voltammetry <1.0 ng mL�1 1̴e350 ng mL�1 [173]

ssay Chronoamperometry 3 mIUmL�1 5e69.2 mIUmL�1 [174]
EIS 0.14 ng mL�1 1 ngmL�1-50 mgmL�1 [175]
Voltammetry 0.17 ng mL�1 2e512 ng mL�1 [176]
Voltammetry 0.57 pM 1e50 nM [177]
Voltammetry 1.8 pM 10e100 pM [178]

GE EIS 5 pM 10e100 pM [179]
EIS 23 pM <10e500 nM [180]
Voltammetry 6.4 pgmL�1 0.01e60 ng mL�1 [181]
Voltammetry 8 pgmL�1 0.01e100 ng mL�1 [182]

CE Voltammetry, EIS 0.8 pgmL�1 1e500 pgmL�1 [183]
ed GE EIS 8 ng mL�1 0e64 ng mL�1 [184]
etic GE Voltammetry 2 � 103pfumL�1 2 � 103 to 5 � 105pfumL�1 [185]
rode EIS 0.75 mg mL�1 1e10 mg mL�1 [186]

Voltammetry 1.0 pg mL�1 0.001e100 ng mL�1 [187]



Fig. 9. [1]. Schematic illustration of the microfluidics-integrated electrochemical immunosensing chip coated with RGO, followed by antibody immobilization using EDC/NHS
coupling to detect influenza virus H1N1 (adapted with permission from Ref. [102], Copyright 2017 Nature) [2]. Schematic illustration of the biosensing system. (A) Throat swab
culture acquisition. (B) Boron-doped diamond electrode surface modification with polyclonal anti-M1 antibodies that can identify the universal biomarker for influenza virus, the
M1 protein (adapted with permission from Ref. [162], Copyright 2017 Nature).
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communication to store data that can provide benefit bioinfor-
matics for management of the disease; and (f) designing fluidic
structures for automated sampling for precise real-time detection
[190]. These tactics should be adopted to develop a diagnostic tool
in relevant physiological ranges for detecting the SARS-CoV-2 virus.

In our proposed approach, SARS-CoV-2 proteins, involving the
SARS-CoV-2 envelope protein, biomarkers, and nonstructural pro-
teins, as mentioned above, via the usage of respective specific an-
tibodies, as shown in Scheme 1 (key scheme), could be able to
detect at fM/pM/nM concentrations. By the usage of micro/nano-
electrodes [191], nano-structured sensing materials [192], minia-
turized sensing transducers, and microelectronics [193,194] to
develop an electrochemical sensor for COVID-19 may improve the
selective monitoring, screening, and SARS-CoV-2 detection. But,
these studies on various sensing systems are still in the exploratory
stage for detection of COVID-19. Hence, we encourage the proposal
of nano-enabled biomarker-based electrochemical immunosensing
technology for SARS-CoV-2 detection in biofluids of infected pa-
tients. We also believe that miniaturized nano-enabled biomarker-
Scheme 1. A schematic illustration of the hypothetical workflow of nano-enabled biomark
modified with various nanostructures for high loading of SARS-CoV-2-specific antibodies
centrations using an appropriate electrochemical transduction technique.
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based electrochemical immunosensor systems could be a potential
candidate for the detection of COVID-19 for the POC device that
would provide rapid, personalized health-care supply to infected
patients for better therapeutics and disease management.

6.1. Challenges with antibody-based immunosensors

A lot of challenges are related to antibody-based biosensors,
which are majorly divided between target and reagent. The first
challenge lies in generating the consistency of high-affinity anti-
bodies that can selectively direct the analyte of interest. Also, an-
tibodies show extreme variability, i.e. antibodies-based sensors can
work for a particular batch but not for the other one. Generally, a
better response in the case of reproducibility has been shown by
the monoclonal antibodies, but due to a single binding epitope,
potential problems arise owing to the number of binding sites.
Immobilization of antibodies on the electrode's surface is another
critical issue. If proper care is not taken during the experiment, the
binding of antigen becomes impossible, as the substantial amount,
er-based immunosensor for COVID-19 detection. A conducting microelectrode can be
to detect SARS-CoV-2 proteins or multiple biomarkers at picomolar/nanomolar con-
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i.e. 75% of antibodies, is not immobilized or denatured. So,
considerable attention should be given to techniques of immobili-
zation and hindering the non-specific adsorption.

Furthermore, antibodies are less stable than RNA/DNA reagents
and often need low-temperature conditions for maintaining their
shelf-life. As for reducing agents, ionic concentrations and
increased temperatures can deactivate the antibodies and decrease
the sensor's efficiency dramatically; therefore, suitable tempera-
ture and buffer compositions are required concerns while using
antibody-based sensors. In addition to this, the significant chal-
lenges to target arise from the biology itself. As most of the viruses
are known for mutating, i.e. changing their protein coats and hav-
ing many similarities in a protein coat, this poses a big problem in
fabricating the antibodies against the mutating species. Similarly,
the likeness in the proteins coat of various viruses creates a unique
challenge in the selectivity of antibody-based sensors. For instance,
dengue viruses are of four types, and fabricating antibodies against
these types of viruses is non-trivial. Hence, antibodies need to be
carefully selected and treated for their use in biosensors to detect
the target analyte successfully.

Another one of the significant difficulties in the design of
immunosensors is to capture the signals of very low magnitude
between biological species (antibodies and analytes). Nano-
materials (NMs) may be used as labels to solve this problem to
achieve substantial signal enhancement, strong enough to be easily
detectable. The properties of NMs, such as a high surface-to-
volume ratio, quantum size effects, high adsorption, and reactive
ability compared to their pure form, are critical during the fabri-
cation of an immunosensor. Furthermore, the size and morphology
of NMs can be easily modified and, thus, surface modification/
immobilizationwith a wide range of antibodies by covalent or non-
covalent bonding can boost immunosensing capabilities in terms of
low detection limit, high sensitivity, selectivity, and rapid response
to the sample analyte [195].

7. Artificial intelligence (AI) and Internet of Medical Things
(IoMT) for COVID-19 management

The current section emphasizes on the overview of some
applicable AI- and IoMT-based approaches that could help the
existing standard methods to deal with COVID-19 in health centers
worldwide. At present, the COVID-19 pandemic has turned out to
be a hotspot for medical research that provides new developing
strategies, a remedy for this global emergency [196]. The need for
essential medical equipment and supplies has been rising and is
expected to outpace the ability for quick, but extremely essential
replenishment. Potential patients and citizens have to leave their
houses for getting medical aid that creates a gap in quarantine and
isolation efforts, posing a threat in disease control. In addition to
this, the lack of proper medical devices and isolation wards has
encouraged the medical groups to inspire people with suspected or
mild symptoms to stay at their residence [197]. Also, it is not
possible that health-care workers and physicians will be able to
give treatment to all with the exponential rise in number of pa-
tients suffering with COVID-19. Undoubtedly, another strategy, i.e.
home-based diagnostic test, could offer a valuable way out to fulfill
this unmet and urgent need. Therefore, computer scientists can
provide contribution by presenting more intelligent solutions for
fighting against COVID-19 to attain fast control over SARS-CoV-2
virus [198].

In this context, AI and IoMT technologies have a potential to
maximize safety throughout the pandemic and avert the fast
transmission of COVID-19 [199e201]. AI implies the computer us-
age without the inference of humans for modeling intelligent
behavior [202]. The AI usage has increased in various fields
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particularly in medical detection [203] that has led to benefits such
as decrease decision time, lesser burden andmore precise detection
results as compared to the detection procedure of conventional
methods [204,205]. Patients suffering from COVID-19 can give
novel information that are significant for attaining medical aims.
Social media, mobile health apps, and self-tracking devices can
delivers data that can be made available to clinicians and patients
regarding COVID-19, thereby helping to check their health status
[206e208]. Many AI methods such as machine learning, convolu-
tional neural networks, deep learning, and cognitive computing can
play a crucial part in estimating likely interactions with the newly
explored therapies for this virus, reduction of caretaker workload,
monitoring, large-scale screening, and detection [209,210]. The
advancement of AI techniques in recognizing the threats of
pandemic diseases is measured as an important aspect in the
progression of the detection, prevention, and prediction of up-
coming health risks globally [211,212]. Various kinds of AI classifiers
have been described by some researchers having actual COVID-19
records with diverse targets and case studies [213]. For instance,
a smartphone application has been developed that gathers updated
regions of the outbreak, travel history, earlier locations of the pa-
tient, symptoms, and signs, and later this information gets pro-
cessed, filtered using algorithms so that physicians could examined
the suspected cases only (Fig. 10) [214,215]. The Center for Systems
Science and Engineering located at Johns Hopkins University on
January 22, 2020, initiated a publicly shared Web-based interactive
dashboard [URL: https://coronavirus.jhu.edu/map.html], which
precisely tracks and visualizes COVID-19 reported cases in real
time, thereby helping in fast detection of new cases caused by the
disease. This has led to a new spectrum of AI to recommend and
predict quarantine in regions where a large number of cases have
reported and also helps in timely diagnosis of patients if they are
traveling to these regions [216]. An AI-augmented method was
used by Hurt et al. [217] for plain chest radiographs for predicting
and tracking the pulmonary progression of hospitalized patients
suffering from COVID-19, which aided to recognize the patients
requiring critical care. Moreover, the infrared thermal cameras
utilized for screening the fever of public have been combined with
AI-powered facial recognition techniques for determining whether
persons wears the masks or not [218]. The efficiency of AI for
predicting the outbreaks of COVID-19 in various geographical areas
has been revealed by Effenberger et al. [219]. Blockchain technology
in conjunction with AI has been developed for COVID-19 surveil-
lance that is utilized for storing the health care-associated data
[220]. One more significant use of AI is the remote monitoring of
home-quarantined families and patients through smart bracelets or
smartphones that provide an automatic alarm or warning message
sound on breaking of quarantine [221]. Therefore, fast progression
of automated diagnostic techniques based on AI not only serves
enhanced diagnostic speed and accuracy, but rather decreases the
burden and protect the health-care staffs by reducing their contacts
with patients suffering from COVID-19 andworkmore effectively in
a harmless environment. Though AI systems could be advantageous
for classification and diagnosis of COVID-19, but choosing suitable
AI methods that provides precise results is still a challenging
problem [222,223].

7.1. Internet of Medical Things (IoMT)

IoMT is the particular class of IoT for health industry that plays a
significant role in smart health-care monitoring, which is used
throughout the COVID-19 pandemic. IoMT is described as the
application of the concepts, techniques, tools, principles, and fun-
damentals of the well-known internet techniques predominantly
for the health-care and medical domains [224]. It is an inventive

https://coronavirus.jhu.edu/map.html


Fig. 10. Use of machine learning and artificial intelligence in battle against COVID-19 (adapted with permission from Ref. [207], Copyright©2020 the American Physiological
Society).
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mean of combining health-care devices and their applications for
connecting with the health-care data technology organizations
through the usage of networking equipment. Leaving behind the
conventional treatment modalities, IoMT can provide a solution for
making remarkable progress to regulate the challenges of control,
contact tracing, monitoring, and detection of real-time COVID-19,
including fresh new cases of the disease [22,197]. As the whole
population gets affected from the disease, it is not possible for some
individuals to tackle the situation until live updates of numbers are
accessible. So, IoMT can be applied in different major zones to
handle COVID-19, as depicted in Fig. 11(A).

The critical roles of developed IoMT concepts arise when the
health facilities are needed in some distant regions [224]. The hy-
giene medical care, information analysis and gathering,
patient tracking, report monitoring, data sharing, etc. are the
different cloud and connected network-based amenities of IoMT
that have totally transformed the medical services, operations, and
health-care systems [224e226]. Also, the real-time psychological
information of the patient such as expression, speech, etc., as well
as physiological information such as the oxygen level, glucose level,
heart rate, ECG, blood pressure, EEG, body temperature, etc. are
accessible to health workers distantly via IoMT [197]. With
regard to COVID-19 crisis management, IoMT offers a chance to aid
health-care experts to distantly test COVID-19 at quarantine/home
center, monitor their health in real time, deliver online health fa-
cilities for patients, increase the accuracy and speed of treatment
and diagnosis, and access correct personalized information about
their patients that completely change the working design of the
health-care centers with more satisfaction and superior level of
care. With such techniques like telemedicine and connected
assistance, remote patient monitoring (RPM), tracking sensors and
devices, individuals can manage their health more efficiently,
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obtain online diagnoses and record their behaviors, without leaving
their houses. This could be effective way to improve patient prog-
nosis in both the directions. Further, it could also provide a medical
platform for the databases management beneficial for health-care
services and government, as shown in Fig. 11(B) [196].
8. Future prospects

As deliberated above, lacking proper safety, workstations, and
rapid and efficient selective SARS-CoV-2 diagnostic approaches are
the critical challenges for fighting a battle against COVID-19 in the
future time. The WHO has alerted globally to fulfill the demands of
treating and monitoring the COVID-19 for setting up BSL-4 level
laboratories worldwide. This must be done to explore more
applied and fundamental research in COVID-19 to develop novel
drugs, vaccines, and effective diagnostic coordination. SARS-CoV-2
infection's symptoms are not seen at the initial stages but progress
later to a severe infection when a patient is diagnosed with the
disease. Therefore, developing an early-stage smart sensing sys-
tem to detect SARS-CoV-2 selectively at very low levels would be
useful for better diagnostics. Many techniques are being explored
to prevent SARS-CoV-2 pathogenesis, transmission, health effects,
and replication. Unfortunately, despite so much of advancements,
these methods and assays have not been applied in case of a
confirmed patient suffering from COVID-19, as these studies
depend on the ‘simulated’ patient samples where blood samples
and swabs were artificially ‘spiked’ with the RNA of COVID-19,
which in turn gave false results, randomly arising uncertain issues.
However, POC and smart miniaturized SARS-CoV-2 diagnostic kits
or sensing devices have not been used for rapid and selective
SARS-CoV-2 detection yet, i.e. necessary for filling the gap between



Fig. 11. [A] Role of IoMT in various major areas to tackle COVID-19. [B] Schematic for combating COVID-19 with combined implementation of POC diagnostics and the IoMT
(adapted with permission from Ref. [190], Copyright©2020 Elsevier).

Fig. 12. Rapid turnaround of results with POCT compared to the current testing procedure for COVID-19 detection (adapted with permission from Ref. [169], Copyright 2015
Scimago).
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making quick therapeutic decisions and estimating the infection
level.

Thus, developing an affordable, sensitive, portable, rapid, se-
lective, and reliable sensor is in high demand for controlling this
virus would be commendable. This can be accomplished via a
biomarker-based immunosensor approach, as nano-platforms and
nano-electronics-based miniaturized devices and immunosensors
can detect various (at fM/pM/nM concentration) disease at clinics
location. The enhancement of such miniaturized sensing devices
withMEMS/NEMS is done for the automation of sample and precise
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and accurate measurement. We assume that the fabrication of
specific SARS-CoV-2 biomarker's monoclonal antibody-based
nano-enabled immunosensor would be a possible way out for
non-invasive rapid screening and estimation of SARS-CoV-2 virus
at fM/pM/nM level within ~40 min, particularly at an initial stage.
The analysis of miniaturized potentiostat for selective, sensitive,
and rapid SARS-CoV-2 detection at POC would be a great relief in
taking therapeutic decisions for infected patients of COVID-19
quickly. Furthermore, the information obtained by a quick assess-
ment of SARS-CoV-2 using biomarker-based miniaturized
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electrochemical sensing systems would improve the SARS-CoV-2
progression for personalized health care of patients [Fig. 12]
[227]. In the upcoming time, a fully optimized POC CoV sensing
device for the onsite purpose could be utilized to diagnose infected
patients that would be of great significance for selecting thera-
peutics. Moreover, due to the extensive techniques and algorithms
that can tackle the virulent spread of the SARS-CoV-2 virus
worldwide, AI and IoMT can possibly deliver novel and effective
paradigms for health-care services. To eradicate COVID-19, effective
deployment of AI and IoMT through the use of immunosensing and
novel machine learning approaches may prove crucial. The purpose
of this study is to assess the applicability of immunosensing
approach using AI and IoMT to prevent and monitor COVID-19 and
to create a holistic view of how current systems can be helpful in
specific areas that would benefit many health-care managers,
computer scientists, and policy makers around the world.

9. Conclusions

This review highlights the COVID-19 outbreak, SARS-CoV-2-
related health effects, AI, IoMT and SoA of COVID-19 diagnostics
for the health care point of view to decide therapeutics. Im-
pactful research reports have been carried out for exploring
tactics to control the spread and pandemic. For achieving se-
lective and rapid detection of COVID-19 at the initial stage to
decide therapeutics, efforts are being made to improve the
detection performance of diagnostic techniques. The problems
arising from the discrimination of COVID-19 symptoms and
other deadly viruses such as Ebola and influenza
remain unsolved. It raises the demand for developing highly
sensitive non-invasive diagnostic tools at an initial stage com-
bined with bioinformatics based analysis for timely decisions.
The existing diagnostic techniques can detect the concentration
of the SARS-CoV-2 virus, but portability and lengthy-time for
analysis limit their use on the field. Through clinical studies on
COVID-19, there has been found considerable variation in the
secretion range of biomarkers like IL-2R, serum ferritin in the
person suffering from COVID-19 and healthy persons. According
to the SoA of miniaturized sensing technology, POC COVID-19
detection could be obtained by adopting a biomarker-based
SARS-CoV-2 immunosensing approach that will decrease the
detection time and reduce the chances of transmission of the
virus while the diagnosis is going on. We also look forward to
integrate immunosensor with AI and IoMT that could be suc-
cessfully applied for expedite diagnostics for timely decisions.
Therefore, significant efforts, assisted by publiceprivate collab-
oration, are required to encourage cutting-edge research in the
context of designing an electrochemical SARS-CoV-2 immuno-
sensing device using AI and IoMT to conduct intelligent COVID-
19 management in a personalized manner. We hypothesize that
this assay would be rapid, sensitive, selective, and non-invasive,
giving results within an hour of testing compared to RT-PCR,
which takes 3e4 days. This approach could also be explored in
the field in less time duration and used by the needy with
minimal teaching. The objective is not a quantitative measure of
infection, but somewhat an easy negative/positive assay for
quick confirmation of detection.

At last, this review is an appeal to start high-level multidisci-
plinary research with the association of biologists, engineers, and
nanotechnologists for developing the smart compartments to
integrate POC COVID-19 sensing devices in the BSL-4 environment.
The active proposal of COVID-19 sensing devices for detection of
SARS-CoV-2 at disease site at fM/pM/nM level within a time
duration of ~40 min for deciding therapeutics should be the
objective of the upcoming research methodology. In our view, this
17
strategy should be explored quickly and confirmed for practicality
before being moved out for mass-diagnostic testing in the current
times.
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Abbreviations

SARS Severe acute respiratory syndrome
MERS Middle East respiratory syndrome
CoV Coronavirus
CoV-2 Coronavirus 2
WHO World health organization
COVID-19 Coronavirus disease 2019
CDC Center for Disease Control and Prevention
SoA State of the art
PCR Polymerase chain reaction
POC point of care
rRT-PCR real-time reverse transcription-polymerase chain

reaction
ELISA Enzyme-linked immunosorbent assay
b-CoVs Beta coronaviruses
SAA serum amyloid A
IL Interleukin
RdRp RNA-dependent RNA polymerase
ACE2 Angiotensin-converting enzyme 2
TMPRSS2 Transmembrane serine protease 2
EM Electron microscope
CFT Complement fixation test
HI Hemagglutination inhibition
DID Double immunodiffusion
ENIA Europium nanoparticle-based immunoassay
CT computer tomography
RT-LAMP Reverse transcription-loop-mediated isothermal

amplification
PPT Plasmonic Photothermal
LSPR Localized surface plasmon resonance
BSL-4 Biosafety level 4
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